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256byte RAW
1 FDDI
h sFlow
0 15 16 32 (bit)
datagram version .. (1)
datagram sequence .. (2)
interface uptime .. (3)
datagram type .. (4) 3.3
if datagram sequence .. (5) HITACHI  GS4000
sourcd id .. (6) sFlow
sampling rate .. (7)
sample pool .. (8)
num of drops .. (9) SElow
input snmp .. (10) SFlow
output snmp .. (11)
num of samples .. (12) sFlow
RAW Data ’
RAW Data 2
CPU Pentium 111 1.2GHz
1 sFlow Memory 512MB
3.2 Hard Disk 80GB
NIC 100Mbps
(O8] Slackware Linux 10.1
8 RDBMS MySQL 4.0.23a
a) header
1 123 2.4 4.  NetFlow
sFlow
2003 5 NetFlow
sFlow B sFlow
3
b) flow sample sFlow 1
1 5 11 240
c) ethernet 700MB 1/4
d) IPv4 payload 1
e) IPv6 10GB sFlow
fy TCP
g) UDP 2 sFlow
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NetFlow sre addr |dst|:ucurt ||:|kt_ccuunt estimation
163221, G667 43 393216
Layer 2 Layer 4 " [163221. 6667 |12 03304
SQL " [163221. AfG7 9 73728
EEED G667 5] 40960
3 2005 5 2 TCP 6667 163221, 8667 5 40960
EEED G667 5] 40960
6667 IRC 163221, 6667 3 24576
botl] I [163221. 6667 |2 16384
bot 4 bot 163201, 6667 |2 16384
R G667 1 a1ez
pkt_count estimation 163221 BRAT 1 8192
RS G667 1 a1ez
3 1 3 bot
w32/sdbot.worm.gen bot N—
L. zre addr |dst|:u:|rt ||:|kt_c:|:|unt estimation
false positive
1632217 1433 388 78496
5. NetFlow 4 bot
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CPU Pentium4 2.53GHz
Memory 1024MB
Hard Disk 80GB
NIC 100Mbps
oS Linux
hping2

alert tcp $EXTERNAL_NET any <> $HOME_NET 81
(msg:"appeared THE ALERT!!"; flow:stateless; content:
"alert_alert"; classtype:misc-activity; sid:9999; rev:4;)
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1 2 "BAD-TRAFFIC tcp port 0 traffic"
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MRTG http://people.ee.ethz.ch/~oetiker/webtools/mr
tg/

NetFlow http://www.cisco.com/warp/public/732/Tech/
nmp/netflow/index.shtml

bot http://www.sans.org/rr/whitepapers/malicious/12
99.php

hping2 http://www.hping.org/

sFlow.org http://www.sflow.org/

snort http://www.snort.org/

tcpdump  http://www.tcpdump.org/
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