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Comprehensive analysis and evaluation of

defense methods against Initial attacks on

MQTT over QUIC brokers.*

Hitomi Shin

Abstract

In recent years, MQTT over QUIC, which uses the QUIC protocol, has at-
tracted attention in the IoT field. This protocol realizes faster communication
than the conventional MQTT protocol. However, the security risks arising from
the combination of MQTT and QUIC have not been fully investigated. In par-
ticular, Initial attacks, which exploit the vulnerabilities of the QUIC protocol,
may affect the availability of MQTT over QUIC brokers. Initial attacks target
the handshake process of the QUIC protocol and consume server-side resources.
This may degrade the performance of MQTT over QUIC brokers and compromise
the stability of the system. In this study, we verify the impact of Initial attacks on
MQTT over QUIC brokers and propose defense methods against them. We first
analyze the impact of Initial attacks on MQTT over QUIC brokers and evaluate
the damage they cause to broker performance, security vulnerabilities, and the
availability of Pub/Sub clients. We then propose defense methods against Initial
attacks, ensuring the operability and security of MQTT over QUIC brokers in
resource-constrained IoT environments. The primary objectives of this study are

as follows:

*Master’s Thesis, Graduate School of Science and Technology, Nara Institute of Science and
Technology, January 30, 2024.
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1. To rigorously analyze the impact of Initial attacks on MQTT over QUIC
brokers and assess the damage they cause to broker performance, security

vulnerabilities, and the availability of Pub/Sub clients.

2. To develop effective defensive methods against Initial attacks, ensuring
the operability and security of MQTT over QUIC brokers in resource-

constrained IoT environments.

Keywords:

[oT, MQTT, QUIC, Initial attack, Denial of Service
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AEAD(AEAD_AES_128_GCM)

l S 3XC

QUICR A A—F (& 1k)

QUICAfA—F (St AT)

FXP

BREERY

X 2: Initial X7 v b DA 1T — FDHEEAL,

Initial Packet
Header Form(1)=1
Fixed Bit (1) = 1
Long Packet Type(2) = 0

Header Form(1)=1
Fixed Bit (1) =1
Long Packet Type(2) = 0

Reserved Bits(2) Reserved Bits(2)
Packet Number Length(2) |- XOR 4 Packet Number Length(2)
Version(32) Version(32)
DCID Len(8) DCID Len(8)
Destination Connection ID Destination Connection ID
SCID Len(8) SCID Len(8)
Source Connection ID (0..160), Source Connection ID (0..160),
Token Length(i) Token Length(i)
Token(..) Token(..)
[ Packet Number(3...32) J== xOR | Packet Number(3...32) |
Protected Payload (0...24) ' Protected Payload (0...24)
| Protected Payload (12?3) | Header protection | Protected Payload (128) |
Protected Payload (...) ﬁp Protected Payload (...)

3: Initial 287 v PDOANY X< A7
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4.2 FET BPEEFE

4.2.1 L—FU Iy (BEFHIR) ORE

L—HFVU 3wy b (HFEHR) 13, 3= N—=AD T — X5k H 2 R E O isiiE T
HllRS 2 Z2IC& D, Y- RDMEZRSE, VY — AD@FEL M Z PG <R
MZFERTHZ, THE. F7 74y 708H, X207 105k, VY —2X
DORRILHHICHF G T 2, BARICIE, LT XS IR EZRT,

- -

FU 2w b (HIEGHIR) ORI

NI T4y VBB - ROLE: L=V Iy ME THILARWL
N7 4y ZDRAMIZE BV —N—DBAREHSDDTH S, I
WZED, Y—EZADREEL, ETOI—F —IZHFITH— ¥ 221t
T25ZEDARETDH %,

¥ a2V 74k BEfbIKE, fil 21 DoS WES 7L — b
7 — ARBEFHSDIHKILD, L—FU Iy MTkD, HEHIHE
REITZHDOY 7 A M 2EET 2 Z e BREICR S,

Y — ZDMB L —N—D VY — XA ZFHRINEHT 3 2
EWTE, BEMICEZ X MDEREZRL,

INEEDORER: L—1F VU 2w M, —HD2—F =2V —L 2% EE
WAL, o2 —F— 1R Fis e 523 2 e 20,

IROREEMES 720, T HOERRREOBEHE MG T2 08BN D 5,
bV 2w b EIEHIR) DR
AT LAEERDRT 3 —< VA E R I TS &

I, FCEARRRICBW T, WHENICHIBZE T L 2AERTH
5, FERLLT, LARVAZA LK FIBEL 2N DH 5,

AT LEHOEM L BRI I a—T 4 7Dk AR
#E23T B AEEMED D B,
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— YUY —XOM@FEZEIDYT: VY —ZADBL— VY I v MBEENED
MTHNEER, oo X7 YV Fr—2a D7+ —< A
WHEEEPNIET D 5,

PED XSz, L—=FY I v b GEHIR) 13 ERHCBWTEEREE 2R
To ZHUTED, Y=L ROREMW, X2V T4, VY —ROENRMFEHIME
EXh, 2T Y- FRE7 72t s, LiL, FEERAEAD
WA EERL, EHT2RENRD S, LoT, RFKTL4DODH—FILLNLT
DHIHIRSEAF 2 3%E LEBRZ1T o 720 Initail %7 v b DB A &, #J 1220bytes
TH %728 Initial %7 v b D 800 87 v b DA —F ) LAV D IR %
RE LR A WCHIEHIIR 2 eI L TWL FE T4 DD EFRE Lz,

0.976 Mbytes/f

9.76 Mbytes/#

48.8 Mbytes/#)

73.2 Mbytes /%)

4.2.2 Retry OFEZFE

Retry O BUE % F0%E 3 2 FIE T Initail WEIZHT 22175 2 & ZidA 5,
ZOBIEIZ. XEVMHBICES L Retry BREDREN 2 HlfH T 2 72D DEMETH
%, . Initail »¢5 v M0 LT Handshake 237 v M 2SR X553, Retry 2%
v MPREINDGED DS, Retry EEIX, (EREDFEETH 270, MK -
TWAGEL BN > TOWRWEEDNRD S, Retry DRIEE X, XEVHHE
12D Retry HRED BB 2 HIH T 2 72D OBIfETH 2, MQTT over QUIC 7
O—h—& 77472 b oOEMEREZTNE . ZOERZNHET 2 7
DIZXEYZEDYTE, REBRICH N7 0 —h =13 X TV ZRBDP R WIGA,
70 —h—ERetry BREERFKBI L., 7 74 7 ¥ M L THERERE HIEET 5
EOICEKRT 2, Tu—p—Hb YT hiXEVFHEO —EEIEZ@EZ /-
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EXEVICRBBBRVEHEINS, BICKEEORNEN 2V D& 2 258
YHEART, XEVMHHARICHE D E Retry BREOREN ZHIH T2 2T, AT 4
DYERE & B2 N % 2 e fF a5,

BIMEDRTEICH 2> T, X EVFHEICE D Retry HEIOREIZ, > 27 A4
DR & BRICIE U THUNCERE T 2B DH 5, MEIETEL LR T LD
LSRR DN, KT E2 L HilfTOEEDS AL T 202D %, #YI72E
HIZED, PRT DXy - DEEMNREZ REICRDOZ LN TE S, AIFR
Tld. HED K — > D Retry BIEZ FZE L. BEIH 3 2 Fiflzh R % il A7z,
EERTIE, 7740 D 1/1015 L 100 EDREEZHWT, ThOHHRZ AT LD
FENC G2 2 HE B L, MEORKNIS AT LD D &5 hgEr
Bz 20 %857 5,

4.2.3 v a>aERDETBZHEFE

tyra ek b, MQTT 7254 7> bk 7 —0—RoOEEHER %
PSE D ZEDAREL 2 D TAUIHGHRENLICHE S BIEDHITR E V Y — X DF)H
R ZEE ST 2EBEERTRTH S, TO7 Fa—FiF, EHHETZOUHE L WS
F ==y FEFEDEE, BREL T RATLALEKDANRT  —< v 2% EX
B3, L2LADES, Ly a U0 FEEIIE, X2V 74 08K, vy a
VEM, ZL TR =707 4 DR WO ENTFETS %,

v > a YO ELRARIILTOED TH %,

- BRGNS S BIEDHIE: Lk vy > a Y 2SI T 2 8072 <
725728, FAMENIZ D0 5 R DI S L 56

- BRI Y — 2 vy T a YEAIC XD, BERECHES ST v b
DRI DD Z e TH—N—t 2y N —7DARPBEREI NS,

-k F a2V T 4Dt TIERRARR—VDEZRY) YIRS Y
2auNA Iy ZREDEX Y T4 ) AZITRT BRI X B,
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twa ok e RINCRATEIE, AT LALKICRWEE Y52 3
X922, L. kv varikmesZiEs sz, ATk hFEE Fo
ERBEEND 5,

kv rarn{Tyv by yaryAEHBIChbEoTHEXNE 2, K
BEWXEDEY S a NI vy 7D RA7BHINT 5, WEEDEHE
ety aryIDEAFTBRL, 2Oty ayREHTAZ EDA[EEIC
25,

SV LARE EHChby Y a i, BEOX v —URESZ L, #
TAIEICHZETZ) T A KB LT X DI 2 EADLED 5,

-y a VEH: kv a YOARYIR, B ENLR Y OEHBALET
%60

- N—D YV —RHE: RGNy a i, = NN—DXE
U, MHEEEN R EREET 3, 2D 547 > MR INABRETIE.
b VYy—2HEPKEL LD,

- APL—YODENR: vy T a RIS, 7947 DRy T a VIREER
SRR LR AR ENH D, CHIZENOR L —VRENNETH 5,

Frdsr. by a Y BHHRINCHERT 2 FRIE. LA 7Y — 0Bl Y
v — ZORERFIH, 2—HF—T 2 2RV TV RADA L. ZLTEF2UF 4D
RLICERS 2P REME 2D TV E, L L. IO FEHT L7012, £Fa
V74, ey Ta B, 25 -5 T 4 LW o REEADO T RELEHSA]
RTHD, ZOWATIE, Ly a 2RI E 2R T TORBETY., 20
R % WREE L 720

28



5. WBZATE L 1-RER L P RER

ARFETIZ. MQTT over QUIC BREIINT S % Initial WEDFEE L BIHITK OB R
MWEMGES 2 72D T - 72 FECOWTHHT %, MQTT over QUIC 71— —
W05 % Initial KEOEFEOFE 2 0t L. MEEZ1T o7z, BEEERR T, Initial
WEDI MQTT over QUIC 71— 4 — 2 &% 5.2, Pub/Sub #{E D EIIRNK
33z erfiffEchd, BRI, UTOHEZHAL 2T 2 DICE R
BIlikol,

1. WBIC K 2 70— —DHREANDRE
2. £¥ 2V 7 4 OWEFHHEORIE
3. WE&DIPub/Sub 7 74 7 ¥ s N\5-Z % HE O

Z LT, Initial WIS 2 R LI TFEZ T 2 D EERZ1To 7
PHIEITFEOFEE T, MilFEZEH T % Z & T, Pub/Sub @5 DEIHE M L
T2 ehifFENnD,

5.1 EERIRIE

AZETIZ. MQTT over QUIC 71— —IiZhtd 2 Initial IR DFEE L BHfH
ROBENMEERRKEEST 272018, EBEE(To72, AEITIE. EEBEREICOWTHH
ERA
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NF7Vy>a/—K
PN
10.0.0.12/24

LB

- . | )
10.0.0.11/24 J 0.0.0.200/24
P o @)

O—7

. 10.0.0.10/24 ; .
KE/—K ) ) \ -/ —
= ¥ 7295418/—K | 7 "

4: FERERIR

£ 1 N—FUx75EE

OS | Ubuntu 20.04
CPU | Intel Xeon L5520 (2.27GHz, 8 27)
RAM | 10GB
NIC | 1000BASE-T (1 Gbps)

+F2:. V7 by TRE

78 —#4— | emgx 5.1.3
2547+ | Erlang MQTT 5.0 Client, pynng-mqtt-v0.1 (5E5% 2-2 THEH L 7z)

52 WETTDIST17 Y MOEECOWVWTDRER

AEITIE. MQTT over QUIC 7' — & — 12X 3§ 3 Initial KE R TDZ 74 7
> P OEENTOWTOHEBBEREZIME T 5, FEZ, WKW FTD MQTT over
QUIC 7B Fand 7 x—< Y R ZEWZHRET 2 2 ZHINE LT To 7,
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5.2.1 3EBR 1-1:Initial WER(|Z. Publish 175

EEEDO HIIZ, Initial WEDFELES 2 IR R T Publish AW 217 - 7285 E 12,
MQTT over QUIC 70 —h—Du[IC5 X 2 EBDOMIETH 5, WEDL —
MY RATLADINENEERILL. WENTOMRKNOESWEFHES %,
DUR O FNEHE > THEEEEIT - T2o FEBRANIIFZIFRIAZ 1T - 72,

1. 78 —7%—"T. top. vmstat, netstat, tecpdump DFCER%ZBILET 2 (10 77f),

2. 7 v —%—OiRMETE. 10 BRI Initial HEZ FAAT % Initial EIZ,
6 o fEIfkRE S L %,

3. 78u—5—OExbtE2 6. 30 &, Publish ZF4A3 % (Publish % 0.1 %
W 1|, &EF 1000 FIFT 5 ),

p——

5.2.2 FER 1-2:Publish I Initial KB %175

FE 1-2 TlE. Publish LFHIC Initial WEZITS T T, 70 —h —BKE
WY DRREM 25 202 REET 2, X vt — DEERIREZ O L. B0t
T % 70—k — DR G 5.

IR OFNEHE > TEERZLT o 720 EERENIIREZIFRIEAZ 1T - 72,

1. 78—7%—"T. top. vmstat, netstat, tcpdump DFLE%ZBLET % (10 77f),
2. Publish OFAT2HAT 2 (5 0. 0.1 1L FATF 2).
3. 70— — OREMI. 15 40 HEGEE. Initial K2 HET 3.

4. Tnitial BEZ. 159940 Piksi s 3,

5.3 WERERDHER
5.3.1 EBx1-1 DFER

FEE1-1 BX O 1-2 DFE58 X, Publish & Subscribe D IERTEHi L 7=, FIh
RX. Subscribe DEEIIEL % Publish O THEIETEH > 72 0 TcEE XN 5, LI
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DEBRD FAEDERICEEDOVTHRI O E NS, EBRICBIF2WEL — M.
5D X0z, MEENZ, WEED»SEEINZ 1B 2D D Initial 287 v
MEERLTWS, ML, EEBAD S ORLERRE 2R L TWa,

Supposition attack rate = 100 [pps]

Supposition attack rate = 0 [pps]
— IP:10.0.0.11 — IP:10.0.0.11
004 100 Lepwsncntikasnd b Indhach oL
et r " -

a 0.02 a 80
2 =
g 3 60
@G 0.00 ©
° °
X X
(%] (%]
© © 40
g —0.02 E

20

—0.04
T T T T T T 0 T T T T T T
[ 100 200 300 400 500 600 [ 100 200 300 400 500 600
Time [s] Time [s]
Supposition attack rate = 1000 [pps] Supposition attack rate = 10000 [pps]
= 1P:10.0.0.11

— IP:10.0.0.11

800
10000 mv hlu Y
700
0 o
Q. 600 g 8000
Q. Q.
© 500 )
o 4+ 6000
@© @©
= 400 =
~ ~
9] o]
@© 300 @© 4000
hi=] h=]
< 200 <
2000
100
o o
o 100 200 300 400 500 600 o 100 200 300 400 500
Time [s] Time [s]
Supposition attack rate = 15000 [pps]
16000
— 1P:10.0.0.11
14000
o 12000
[N
o
i 10000
[
i
© 8000
Y
© 6000
i}
< 4000
2000
0
0 100 200 300 400 500 600

Time [s]

5. Fh# 1-1: MQTT over QUIC 7 & — & —AOD Initial KED L — +
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# 3: FEBR 1-1 TD Pub/Sub OHH

#E{EL— b [pps] | FIHEK [%]
0] 100
100 | 99.9
1000 | 99.9
10000 | 44.4
15000 | 30.6
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Y. CPUNHAZRDEEL RoTWVWBZ b b,

CPU usage [%]

CPU usage [%]

CPU usage [%]

Ta—H—=BLTWAE N7 74w 78, 7u—h—0DiR3 % v Ve CPU
HFHERORE,. X TV OFHEDOZ(, BWEILKR— FDITHUEII OV TS %,
7u—%—0 CPURNHARDERZK 6I1RT, M. 70— —o CPU @M
RERLTW5S, M, FEZERFIAD & DR ZRLTWS, WEBEZIIT
WA K, CPURIHENEL RoTWB Z e bbb, HEBL — M DEL K DIE

Attack rate: 0 [pps]

Attack rate: 100 [pps]

— top_extracted_info_0

Time [s]
Attack rate: 1000 [pps]

CPU usage [%]

5
3

o
g

8

&

8

N
s

— top_extracted_info_100

WAL, ...

200 300 400 500 600
Time [s]
Attack rate: 10000 [pps]

—— top_extracted_info_1000

Ul

CPU usage [%]

—— top_extracted_info_10000

100 200 300 400 500 600
Time [s]
Attack rate: 15000 [pps]

—— top_extracted_info_15000

100 200 300 400 500 600

Time [s]

200 300 400 500 600
Time [s]

X 6: EEi1-1 12817 3 CPU FMHRDER
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FERHIZ T B =D =R LTWE N T 7 4y Z7EIZDOWT, KITITRT, Mtk
F, EBRHFIC TR =R LTWA N7 7 4y 7 EERLTWS, ML, 5=
ERBHLAD & OFGER 2R L TW0d, WEZZIFTVAIRIE, 7u—h—2KL
TWB M7 749 7@8NELBoTWBEI RO, HEL— IDRELRBIF
. 78 —=A—=PRLTWVWA N7 74y 7 ED

= = N N
5 e} 2 &
8 3 3 g

Broker's out flow [Kbytes/s]
3

Attack rate: 0 [pps]

QN

SEL BoTWAZEeDRbh b,

Attack rate: 100 [ppsl]

—— KBJs out (0)

Broker's out flow [Kbytes/s]

500 4

400 q

300 4

2004

100

— KB/s out (100}

Broker's out flow [Kbytes/s]
¥ 8 &8 g2 3 2 28
8 § 8 8 8 8 8

5
8

100 200 300 400
Time [s]
Attack rate: 1000 [pps]

500

200 300 400
Time [s]
Attack rate: 10000 [pps]

500

— KB/s out (1000)

Broker's out flow [Kbytes/s]

400 1

2004

—— KB/s out (10000}

5
K
S

®
8
8

]
8

Broker's out flow [Kbytes/s]
8 g

100 200 300 400
Time [s]
Attack rate: 15000 [pps]

500

—— KB/s out (15000)

100 200 300 400
Time [s]

500
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WBHYIENR T 7472 FOREEITLR— bOMEHAE R 2720, EETE-
DI E L A NZT LA TRT, 0 packets/FPDIFDIEETLAR — b DITHEE X 8 1T
T, M. FREDOR— MBI B 87 v FOBERLTWS, i,
REETLR— PEEEZRLTWS, IP7 FLZA, 10.0.0.121FE4%R 27747 bD
IP7 FLRATH3, IP7 FL A, 10.0.02001F 70 —H—DIP 7 FLATH 3,

IP: 10.0.0.12
800.00
600.00
—
c
3
(w]
400.00 A
200.00
0.00
35000.00 40000.00 45000.00 50000.00 55000.00 ©60000.00
Port Number
IP: 10.0.0.200
20000.00
15000.00 o
—
c
3
Q
10000.00
5000.00
0.00 T T T T
14566.60 14566.80 14567.00 14567.20 14567.40
Port Number

8: R 1-1: 0 packets/FDIKFIZIB T 2 XETLHR — b DAL

100 packets/FY DR DIEETLAR — M DIEZ K 8 IT/R T, MfE. FFEDK—
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R BT 287 v P OEERL TV, ML, EETTR— FEESERLT
W3, IP 7 FLZA, 10.0.0.121F1E4R 27 94 7Y FDIP 7 RLATH 5, IP 7
FLZ, 10.0.0.11 ZKXEEDIP 7 RLRATH %, IP 7 KL Z, 10.0.0.200 17
0—h—DIP 7 KLRATH 5,

IP:10.0.0.11 IP:10.0.0.12
2000.00

1750.00

1500.00 -

1250.00 4

Count

1000.00

Count

750.00 A

500.00 1

250.00

0.00 -

o o o o ] o
< o é’g °0°9 & Q@g @S? 0@90 o“g @“9 @“p

3 & & « 4 & < 5 3

Port Number Port Number

IP: 10.0.0.200

100000.00 A

80000.00

60000.00

Count

40000.00

20000.00

0.00 -

§ & & §$ o & &
o ¥ ; o o ¢ ¢
I
Port Number

9: 5285 1-1: 100 packets/FP DT BT 2 XETTAR— F DITHEL

1000 packets/FYDREDIEETLAR — b DFEER 10 1R T, MEdE, FEEDKR—
NEEFICBIT 387 v FOBERLTWS, M, EETR— N ESEZRLT
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W3, IP7 FLZ, 10.0.0.12 3 FEY %2254 7 DIP 7 FLATH S, IP7
FL R, 10.0.0.11 ZXEBEDIP 7 FLRATH 3, IP 7 FL X, 10.0.0.200 1% 7
O—H—DIP7 FLATH 3,

IP:10.0.0.11 IP:10.0.0.12

17500.00 1

15000.00 1

12500.00 4

€ €
g 10000.00 g
o o
7500.00
5000.00
2500.00
0.00 -
o ] ] o o O
o & & s & o & F S & &
# & © &8 & # & & & F &
Port Number Port Number
IP: 10.0.0.200
400000.00 1
300000.00 A
—
c
3
v 200000.00 A
100000.00
0.00 -

& e & P & S M
0 * 3 O 0 i 3 Q"
\fPQ P °°c° 'caocP ,,;PQ Q?PQ ‘90@ ﬁo@ @Qc
Port Number

10: EBR 1-1: 1000 packets/FYDRFIZ B 2 EETLR— b DHEL

10000 packets/FYDRFDIEEITLAR — S DO EUEK 11 1R T, M, FED
AR— MHPFICBIT 207y bOBERLTWS, Ml EETR— MEEER
LTW3, IP7 FL R, 10.0.0.123EHZRZ 547 DIP 7 RLATH 5,
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IP7 RLA, 10.0.0.11 1FHEBEEDIP 7 RLATH %, IP 7 FL X, 10.0.0.200
B7B—A—DIP7 FLARATH %, WEBZZ, FETLR— M2 T X LITER
LTWBIehbhd, EMRTZIA4 7Y bbb, EBEILR— 2T VX LITER
LTWaBZEehbhbd,

IP:10.0.0.11 IP:10.0.0.12

175000.00

150000.00 A

125000.00 -

100000.00 4

Count
Count

75000.00 1

50000.00

25000.00

0.00 -
® P S o & & o o o
© S S © © S © 3 s o © o
& & <° & & & o & & & & &
g, & & & & & # & © & & &

Port Number Port Number
IP: 10.0.0.200

350000.00

300000.00 A

250000.00

) 4
© 200000.00

Cou

150000.00

100000.00

50000.00

0.00 -

e PP P PP
$ & 5 & & & P
R S A G L%

Port Number

X 11: 5E8#% 1-1: 10000 packets/FPDERFIC BT B EETLAR— b DEL

15000 packets/FYDIFDEEITLAR— b OFEUEZ K 12 123, M, FED
R— MNEFIZBIT 2837 v POBERLTWS, i, EETR— N &SER
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LTW3, IP7 FL A, 10001213 EY R 547 DIP 7 RLATH %,
IP7 FL A, 10.0.0 11 I ZHBEDIP 7 RLATH 5, [P 7 FL A, 10.0.0.200
B7B—A—DIP 7 FLRATH %, WEBEIZ, EETLR— 2T X LITER
LTWB3Iehbhd, EYMRTZIA4 7 b, BELR— 2T VX LITER
LTWBZ bbb,

IP:10.0.0.11 IP:10.0.0.12
600.00 1

250000.00
500.00

200000.00 1
400.00 4

150000.00

Count
Count

300.00 4

100000.00 4 200.00 4

50000.00 - 100.00 4

» & & » ® &
& & o & & S
e & & 5 & «
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400000.00 1

300000.00

Count

200000.00

100000.00

Port Number

[ 12: FEH& 1-1: 15000 packets/FP DR B IS 2 EETLAR— F DITEL
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5.3.2 EER1-2 DiFR
BRI, Subscribe @ I /Publish D TEIE TR Lz, EBICBIF 3
EEOWEL — M. R13D X5k o7z, Hthnd, WEE» X EZINT1
7= D Initial %7 v MEERLTWS, KillE., FEEREILED & DR ERR %
RLTW5,

Supposition attack rate = 0 [pps]
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X 13: 5EER 1-2: MQTT over QUIC 7' 1 — % —AD Initial KED L — b

DIRICRTER4IZ, EBRI120KEL — ORI EZRLEDDTH 3, K
BL - IEMNT 51200 T, BIIRMERLTWSE Z b5,
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# 4: FEBR 1-2 TO Pub/Sub OHH

REL— b [pps] | RIHE [%]
0] 100
100 | 100
1000 | 99.96
10000 | 85.7
15000 | 80.0
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5.4 WBICXY BBHFE

FER -1, EBR 12 OFER D S, Initial B MQTT > A7 4 DR I X
RSB 525 2 e RSNz, FHT. Pub/Sub BED IR KWE R TE L
CARRT 2 Z e BRI N, BiHTFEZRE T 2170055 [12] Tld. QUIC O
W55 LR 79 % Network Acceleration Complex (NAC) 72 ¥ D N— R = 7125
FEDIPR R R 7 BN X EZ e TR T+ =<V ANA LTSI EZRLTWD
%, ZAUX Initial LWEDERICENTH 505, N—F U = 7IMKFT 5 ZOFEL
. FEEDON— Ry = 7R E L o D, FEIRERGED D 5,

5.4.1 EER2-1: L—FU Iy FOFREE LI-RER

TOa—H— AN 749 782 TUTONT, L—FY Iy F2FREL. MQTT
over QUIC 7'a — 7 — 209 % Initial WENDPHEIKIRZMRELE T 5 ERE1T o 72,
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